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Abstract

Modern software development handles increasing layers of complexity by adding more and more
layers of abstractions through public APIs, existing code bases, and off-the-shelf software from app
stores. Although this saves programmers from reinventing the wheel, it also raises new challenges
on building reliable and secure systems. Program synthesis promises to automate complex
programming tasks and eliminate subtle vulnerabilities by generating programs from high-level
specifications. In this talk, 1 will focus on techniques for performing semantics-based malware
detection through program analysis and program synthesis.

In the first part of my talk, | will present Apposcopy, a new semantics-based approach for
identifying a prevalent class of Android malware that steals private user information. Apposcopy
incorporates (i) a high-level language for specifying signatures that describe semantic
characteristics of malware families and (ii) a static analysis for deciding if a given application
matches a malware signature. To reduce the manual effort of writing malware signatures in
Apposcopy, in the second part of my talk, I will present a technique for automatically synthesizing
malware signatures from very few samples of a malware family. The key idea underlying our
technique is to look for a maximally suspicious common subgraph (MSCS) that is shared between
all known instances of a malware family.
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